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ABOUT

Security Engineer with 6+ years of experience designing and scaling security architecture across product, cloud, and
DevSecOps domains in high-scale, cloud-native environments. Proven track record of leading organization-wide security
initiatives, mentoring engineering teams, and embedding security into development workflows without impacting velocity.
Deep expertise in secure SDLC, CI/CD security frameworks, supply chain security, authentication/access control, and
container and cloud security across AWS/GCP. Recognized for building scalable, engineering-driven solutions that
materially reduce risk, improve compliance posture, and align with business objectives.

PROFESSIONAL EXPERIENGE

SENIOR APPLICATION SECURITY ENGINEER
UPSTOX SECURITIES PVT. LTD (APRIL 2025-PRESENT)

Led security engineering across application, Cloud, and DevSecOps domains for a fintech platform serving 2M+ active
users, defining the organization-wide security roadmap and aligning security priorities with CISO and CTO.

Designed and implemented an org-wide URL security monitoring platform enforcing SSO adoption across 100+
externally exposed services, reducing unauthenticated surface area by ~80% and improving authentication visibility.
Architected container image security across CI/CD pipelines, identified critical RCE-class gaps via controlled
exploitation and enforced secure build/deployment guardrails, hardening software supply chain security across 1000+
repositories.

Migrated enterprise SAST/SCA tooling to an open-source CI/CD security framework, saving ~$70K/year in tooling
costs while improving developer experience through actionable, in-PR security feedback — reducing mean time to fix
by 35%.

Architected and built an internal SBOM and OSS vulnerability dashboard providing real-time risk visibility to engineering
and leadership; improved remediation SLAs by 40% and became a key artifact for audit readiness.

Led Threat Modeling for high-risk, high-scale features, influencing architectural decisions and embedding secure
design principles across engineering teams.

Designed secure file-sharing workflows within internal platforms, enabling safe exchange of sensitive data across
teams and external partners.

Reduced open vulnerabilities from 300+ to ~30 (90% reduction) within 6 months through systematic VAPT leadership
and vulnerability management, improving audit readiness across IS0 27001, PIMS, BCMS, and SEBI CSCRF frameworks.
Built Security Visibility by implementing automated PIl detection across logging systems and building alerting
mechanisms to identify sensitive data leakage and high-risk events early, reducing incident detection time from days
to hours.

Defined and operationalized an organization-wide Product Security Review framework, adopted by 15+ Engineering
teams, ensuring consistent security coverage across all new features, and reducing late-stage vulnerability discovery.
Developed a custom CSPM wrapper to improve cloud security visibility across AWS/GCP, reducing false positives and
enabling faster detection of high-risk misconfigurations.

Mentored 2 Junior security engineers on secure code review, threat modeling, and vulnerability triage , and regularly
collaborated with engineering leads to build security awareness, conduct design reviews, and influence architectural
decisions.

SECURITY ENGINEER - Il
UPSTOX SECURITIES PVT. LTD (OCTOBER 2023 - MARCH 2025)

Integrated scalable CI/CD security with Semgrep SAST/SCA across 1500+ repositories; blocked insecure PRs and
reduced critical findings by 40% within 3months

Built Slack-based PR security approval automation, enabling faster exception handling while maintaining strong CI/CD
security controls and improving developer productivity.

Implemented organization-wide attack surface monitoring using Nuclei and custom discovery workflows, enabling
early detection of critical vulnerabilities across public-facing assets.

Established GitHub security controls with automated secret-leakage detection for public repositories, reducing secret
exposure incidents to zero.

Created weekly vulnerability triage and reporting automation, enabling closure of VAPT findings a month ahead of
schedule.

Performed Security Architecture reviews for new features, enabling early risk identification.

Configured Cloudflare WAF rules to strengthen perimeter security across key services



Drove security culture initiatives through CTFs and training sessions, improving developer awareness of real-world
attack scenarios participated by 100+ engineers.

SECURITY ENGINEER - |
MOBILE PREMIER LEAGUE (MPL) (JULY 2021 — OCTOBER 2023)

Led end-to-end Product Security for MPL's flagship gaming app with 90M+ registered users — covering security
architecture design, VAPT, Threat modeling, and secure SDLC. Established Product Security Review process adopted
across 15+ engineering teams.

Managed AWS WAF and Cloud Armor (GCP WAF), including DDoS rule tuning and application-layer protections.
Delivered cloud security across AWS/GCP, implementing SCPs, IAM hardening, and infrastructure reviews.

Launched and operated internal Bug Bounty Program; triaged and coordinated remediation of 200+ researcher-reported
vulnerabilities, building strong relationships with the security community.

Performed Red Team assessments simulating real-world attack scenarios (supply chain, privilege escalation, SSRF) to
validate control effectiveness and influence security roadmap priorities.

SECURITY RESEARCH ENGINEER
VIRSEC SYSTEMS PVT. LTD (MARCH 2021 — JULY 2021)

Conducted security research on runtime application self-protection (RASP) techniques, analyzing attack patterns
including code injection, RCE, and memory tampering to inform detection logic for Virsec's RASP product.
Evaluated evasion techniques against RASP controls and documented findings to support product hardening and
threat detection accuracy improvements.

CYBER SECURITY INSTRUCTOR - RED TEAM
THRIVEDX (FORMERLY HACKERU) (FEBRUARY 2020 - MARCH 2021)

Trained 200+ students in web/app security, Linux/Windows exploitation, and penetration testing. Designed custom
vulnerable lab environments and red-team learning content used across multiple cohorts.

GORE COMPETENCIES

Security Architecture & Leadership: Secure SDLC, Threat Modeling, Security Roadmap, Product Security Review,
Risk Management, Zero Trust, Security Champions Program.

DevSecOps: SAST/SCA, CI/CD Security, Policy as Code, SBOM, Software Supply Chain Security, GitHub Security
Cloud Security: AWS/GCP, IAM, SCPs, WAF (AWS WAF, Cloudflare, Cloud Armor), Kubernetes, Container Security,
CSPM

Application & API Security: OWASP, Secure Coding, Mobile/API Assessments, Penetration Testing, Red Teaming
Security Governance & Compliance: ISO 27001, PIMS, BCMS, SEBI CSCRF, DPDPA, SOC 2 readiness, Audit
Preparation, Incident Response.

Security Automation & Tooling: Python, Shell Scripting, Semgrep, Nuclei, Cortex, Prisma Cloud, Crowdstrike, Orca,
Wiz, Lambda, Jira/Ticketing Workflow automation.

Al Security: Prompt Injection Mitigation, Data Leakage Prevention, Secure LLM Usage

LIGENSES AND CERTIFICATIONS

Offensive Security Certified Professional (OSCP, September 2019)
Security Engineering on AWS.
Running Containers on Amazon EKS.

DevOps Engineering on AWS.

EDUCATION

B.Tech in Computer Science Engineering — Madhav University, Rajasthan (2016-2020)
HSC - Seth Anandram Jaipuria School, Kanpur (2016)
SSC - Seth Anandram Jaipuria School, Kanpur (2014)



